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Waiver of HIPAA Authorization: Data Disclosures Supplement

FULL PROTOCOL TITLE:       						
PRINCIPAL INVESTIGATOR:      

	This form is a supplement to the IRB application when a waiver of HIPAA Authorization is being requested, and PHI is being disclosed outside of the institution. 



	I. Data Disclosure 
· “Disclosure”= the sharing of PHI outside of a covered entity.
“Covered Entities” at Penn: Any transfer of data between the entities listed online HERE or to places outside of those entities (including to other Penn entities not listed here) constitutes a disclosure. 

	A. Are you planning to disclose (share) any individual subject level data outside of Penn or outside of the covered entity within Penn that you work for? [If you are only sharing analyzed results or aggregated data, please answer No.]
|_| NO, I do not plan to disclose (share) any individual subject level data outside of my covered entity. (IF NO, SKIP TO SECTION V.)
|_| YES, I do plan to disclose some or all individual subject level data outside of my covered entity. 
(IF YES, complete section IV, B)

	B. Disclosures
1. Please review the identifiers you selected in the HSERA application Procedures Page, Protected Health Information/Data Protection. In the box below, please list all intended recipients and the data elements each recipient will receive. Please ensure this list of intended recipients aligns with the HSERA application Procedures Page, Data Disclosure section. If no identifiers will be included, please answer “None.” (If you intend to disclose to more than 5 recipients, please provide a supplemental table as an additional attachment to your application)

	Recipients
	Data Elements

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	2. If the data you plan to disclose only include indirect identifiers, the dataset qualifies as a “limited dataset” under HIPAA and the disclosure is permitted without subject Authorization provided you obtain a Data Use Agreement (DUA). The following are considered indirect identifiers:
· Geographic identifiers such as city/town and zip code
· All elements of dates and all non-aggregated ages over 89
· Any other unique identifying number characteristic or code
|_| Please check this box to confirm that you will obtain a DUA before disclosing any limited datasets outside of the covered entity. 
Please note that if the data you will share contains no direct or indirect identifiers, a data use agreement is not required but may be executed if desired. A DUA can be executed by the Office of Research Services through use of their research inventory system. Look for the log-in to the research inventory system at the link in the left navigation bar at the following site: www.upenn.edu/researchservices 

	3. If you are requesting a waiver to disclose any direct identifiers (e.g., name, MRN, etc.) without obtaining subject authorization, please provide rationale for why this disclosure is necessary to achieve the research objective. [Please Note: The IRB does not recommend the disclosure of direct identifiers outside of the institution. Disclosure of direct identifiers without subject Authorization may be considered greater than minimal risk and may require convened IRB review]

	a. Please explain how the recipient will protect the PHI from improper use and disclosure. This should explain how the data will be stored and secured as well as provide confirmation that it is in compliance with their institutional policies. 

	     

	4. For all disclosures, please explain why the data you are asking to disclose qualifies as the minimum necessary you need to disclose to accomplish the study objectives. 
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